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Motivation

An algebraic attack

How an algebraic attack works:
o Step 1:
A cryptographic problem — A system of algebraic equations

@ Step 2:
Solve a system of algebraic equations

How to obtain a system of equations

o direct analysis
- analyze the cryptosystem and compute equations directly
- Toyocrypt, Eg(bluetooth), NTRU, ...

@ indirect analysis
- find equations describing states of the cryptosystem best
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Motivation

Example : NTRU cryptosystem

Algebraic equations for NTRU cryptosystem (direct analysis)
@ NTRU : a public key cryptosystem on a polynomial ring

(&) X1/ (x¥-1)

@ Using the Witt vector, its algebraic equations are obtained:

D FiFj+hod Fit Y Fithiiio+ iy =0

i<jESk i€ Sk i€ Tk
> FiFj=drs

i<jeu

> Fi=deg

ieu
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Approaches using an SAT solver

How to solve algebraic equations?

Linear equations
Gaussian elimination. We're done.

Equations with degrees > 2

@ XL and its successors
o Linearize higher-order terms and solve them

@ Grobner basis (F4, F5)
o Compute a Grobner basis for equations
e Slow and requires too much memory
@ An SAT solver
e a system of quadratic equations over I,
— a logical problem called a CNF-SAT problem
o A CNF-SAT problem can be solved using SAT solvers
o Requires significantly less memory than Grobner basis
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Approaches using an SAT solver

Solving by an SAT solver

Bard et al. (2006)
@ Each quadratic term — new extra variable
@ Cut a long linear equation to reduce the number of clauses
@ Similar to XL
@ Not good if there exist many quadratic terms

A

Park et al. (2010)

@ Extension of Bard et al.'s work

@ Focused on symmetric quadratic terms such as

ai1dy + ai1a3 + 3184 + axas + aras + asas

@ Good if there exist large blocks of symmetric quadratic terms
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Background

Conjunctive Normal Form (CNF)

Conjunctive Normal Form

@ Boolean variables a, b x, y v, ...

o Literal a,a b b x X ...

o Clause aVx, bVx,avbVx, ...

e Conjunctive Normal Form (aVvX)A(bVX)A(3VbVx)

Satisfiability problem

e Satisfying assignment(s)
- a set(s) of boolean values that make CNF true

o CNF-Satisfiability problem
- Does there exist satisfying assignments?
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Background

Example

Example 1

T has a satisfying assignment of T = true, or equivalently,
T=1 &©T+1=0

v

Example 2

(aVX)A(bVX)A(3aVbVx) has satisfying assignments of

(a, b,x) =

)
0,0,0
0,1,0
1,0,0
1,1,1
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Background

Example

Example 3

Satisfying assignments of (aVX) A (3 V x) are

v

Example 4

Satisfying assignments of
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The first approach by Bard et al.

Observation

A CNF for a equation

Given polynomial p, a CNF tautologically equivalent to an
equation p = 0 is denoted by CNF(p)

CNFs for some simple equations

o CNF(ab+x)=(aVX)A(bVX)A(3VbhVx)

o CNF(a+x)=(aVXx)A(aVx)

o CNF(a+b+x) =
(avbVX)A(aVbVx)A(@VbVxX)A(3VbhVX)

@ CNF (a1 + az + -+ ap) consists of 2"=1 clauses, where each
clause is an arrangement of n variables, with odd number of
negations less than n




Our method
oeo

The first approach by Bard et al.

Bard et al.'s work

Basic idea
@ Linearization; replace quadratic terms with new extra variable

@ Computing CNFs for both linear equations and quadratic
replacements and combine them all

@ Solve a CNF-Satisfiability problem by an SAT solver

Improvement : a cutting number

@ aj+ay+---+ag=0 — 2% =256 clauses!
agt+a+a+ta+u =0

@ {utas+agtart+uwm=0 — 2*+2%4+22=136 clauses
up+ag+ag=0

@ A best cutting number is reported to be 6
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The first approach by Bard et al.

Example

vivv +vivs+viva+wvst+wwat+wvzva+vo+v3+vpa+1=0
vivo+vi2 =0

vivs +vi3 =0

vive +viga =0

vav3 + o3 =0

= qvvs+vs=0

v3v4 +v34 =0

Vig+Vvizg+vig+voz+vos+u =0
n+wvast+wvt+vzt+vy+T=0

T=1
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Our construction

Observation

Recall the algebraic equations of NTRU cryptosystem

Y FiFi+hod Fi+ > Fi+hgio+ha=0

i<JESkK i€S) i€Ty
> Fifj=dra

i<jeu

E Fi = dro

ieU

fork=0,...,N—1, and Sk, Ty and U are sets of indices.

V.

@ There exist many blocks of symmetric quadratic terms.

@ How can we handle them whole and efficiently?

A
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Our construction

Notation

A set of indices
By S we denote a set of indices of boolean variables F;'s.

S={vi,va,...,Vn}

An elementary symmetric polynomial of degree k for S

Sk = > g, o, 2= o,

1<h<ip<--<ix<n

A CNF for a polynomial p

We use CNF (p + v,) by introducing an extra variable v,
associated to p since we do not know whether p = 0 or not.
(p+ vp =0; v, is a representative of p)

A
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Our construction

Main idea

Combining rules for sets

If S = S5;USU---US; (a disjoint union), then
/
st=>"s}
i=1
/
2 2 1. ¢l
5 :ZS’+ Z 5,‘1'5,-2
i=1

1<i<ip<I
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Our construction

Main idea (cont'd)

Combining rules for CNFs for St

If S = 510520 <o US/, then

/
st=>)"s
i=1

implies
CNF (S' + ve1) =

/ /
CNF <v51 +y vsil) A\ CNF (S} +vsy)

i=1 i=1
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Our construction

Main idea (cont'd)

Combining rules for CNFs for S2

If S = 510520 SO US/, then

I
2 2 1 ¢l
5 :ZS’+ Z 5,‘1'5,-2
i=1 1<ii<i<I
implies
CNF (S* + vs2) =
I
CNF Vg2 + Z VSI.Z T Z VS,'I Vsj]_
i=1 1<i<j<I
I /
A N\ CNF (5,-1 + vs_l) A\ CNF (5,.2 + VS;>
i=1 i=1
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A split graph

Figure: An example of a full split graph without simple nodes

{1,2,4,5}  [{1,2,3,4}][{2,3,4,5}| [{2,4,5}]

{1,2,4}
{2,4}

53] {1} {3} 23] [{4}] {6} ]
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Our construction

Construction

Represent a given system of equations as the following form:
L+ Qi+ Qat 4 Qi + G =0
L+ @+ @+ +@,+C=0

L+ @+ @yt + @, +C=0

where L;'s and Q; ;s are set of indices and C;'s are constants.

v

Construct a full split graph from L;'s and Q;;'s.
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Our construction

Construction (cont'd)

Construct CNFs for the followings:

Li+vp=0
2
Qi’j+in2,j:0

for all i's and j's from the bottom of the graph to the top, using
combining rules
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Our construction

Construction (cont'd)

Construct CNFs for the followings:

Vi1 + Vle’1 + VQi2 + -+ VQf,ml +CG =0

vy + VQI%,I + VQ’27’2 + .+ V@2 +C,=0
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Analysis on the size of CNFs

Theorem (Worst case of Bard et al.'s construction)

A CNF for a system has

n

o> [1Lil+D 1@
j=1

i=1

clauses, literals and extra variables at most

Theorem (Worst case of Park et al.’s construction)

A CNF for a system has

n

oD [ 1Ll+)]1Qil
j=1

i=1

clauses, literals and extra variables at most
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Application to the case of NTRU cryptosystem

A constructed CNF has
O (N?)

clauses, literals and extra variables at most

Park et al.
A constructed CNF has

| \

0 (N?)

clauses, literals and extra variables at most
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Running time by an SAT solver

Table: Time taken in solving 100 instances for N = 26, 28 and 30.

N Method dvar. | #dl. #lit. (t;:‘:;
Barg | 26 | 1067 | 24300 | 141076 2154
’6 max | 1610 | 41772 | 246640 3678.9
P |28 416 | 2119 6762 1238
max 518 | 2501 8459 86.4
Borq | V8 | 1218 | 27521 | 160626 2062.6
’8 max | 2047 | 53843 | 318450 | 42237.7
park | V8 500 | 2438 7809 65.1
max 577 | 2763 8922 242.9
Borq | V8 | 1503 | 34986 | 204778 | 150308

% max | 2560 | 69042 | 400206 | 175840
o | 8 574 | 2753 8808 278.6
max 652 | 3204 | 10414 1856.2
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