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Tone jamming in GNSS

GNSS signal PSD (in dB scale)
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Heterodyne receiver

u(t) u'(t) v) |1 T X(T)
y(t) BPF — | ()dt —»M

T 0
2cos((wg + wip)t)PN(t) 2cos(w;pt — B)
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y(t) = s(t) +n;(t) +n(t)

Signal: s(t) = V2Pd(t)PN(t) cos(wot + 6,)
CW Jamming: n,(t) = \/2Jcos(wet + 6))
AWGN noise: n(t) has spectral density N,

P: received signal power, J: jamming power,
d(t): binary valued data{-1,1}, wo: angular carrier frequency,
8y carrier phase, 6;: CW Jamming phase
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Heterodyne receiver

u(t) u'(t) v) |1 T X(T)
y(t) BPF — | ()dt —»M

T 0
2cos((wg + wip)t)PN(t) 2cos(w;pt — B)
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u(t) = us(t) + uy (1) + un(t)

Signal: us(t) = V2Pd(t) cos(wrt —0y) +V2Pd(t) cos((2wq + wyr)t +6,)
CW Jamming: w(t) = \/Z_IPN(t)cos(a)IFt—Hj) + \/Z_IPN(t) cos((2wgy + wp)t +6])
AWGN noise: n(t) has spectral density N,

* wip: angular intermediate frquency,
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Heterodyne receiver

u(t) u'(t) vt) |1 T X(T)
y(t) BPF Tf () dt RSO N
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2cos((wg + wp)t)PN(t) 2cos(w;pt — B)
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Signal: us(t) 4 V2Pd(t)|cos(w;rt —0o) B V2Pd(t) cos((2wq + wyr)t +6,)

cw Jamming: u](t) = \/Z_IPN(t“:OS((A)IFt—e]) \/Z_IPN() COS((ZC()O + C()IF)t +6])

AWGN noise: n(t) has spectral density N,
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Heterodyne receiver
u(t) u'(t) vt) | 1 (T X(T)
y(t) BPF  ——X)—= | ()at 0N

2cos((wg + wp)t)PN(t) L 2cos(wrt — Bp)

GNSSQe| gHt™ ol Ex7|/HA= AT

u'(t) = ws(t) +uy(t) + u'n(t)

Signal: W (t) = V2Pd(t) cos(w;rt —6,)
CW Jamming: w';(t) = /2JPN(t)cos(wpt—6))
AWGN noise: u’, (t) has two-sided spectral density Ny/2



Heterodyne receiver

u(t)
y(t)

2cos((wqg + wip)t)PN(t)

Signal:

CW Jamming:
AWGN noise:

* Assume that 8, = 6,.

BPF

CW JammingO|
6NSSe| =x7|/9%

X(T)
—d

ZCOS((I)IFt - éo)

GNSSQ| MMl ZZ=7|/H=t it

v(t) = vs(t) +v;(t) + vp(2)

vs(t) = V2Pd(t) + V2Pd(t) cos((2w;r)t —26,)

v, (t) = \/2]PN(t)cos(8y—0;) + +/2]PN(t) cos((Rw )t —6, —6;)
v, (t) has two-sided spectral density N,

N
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Heterodyne receiver

u(t) u'(t) v) |1 T X(T)
y(t) BPF — | ()dt —»M

r 0
2cos((wg + wip)t)PN(t) 2cos(w;pt — B) wip > 2?”
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X(T) = Xs(T) + X;(T) + Xn(T)

Signal: X(T) = /2Pd(T)
CW Jamming: X;(T) ~ /2] cos(8, —9,)%2%11 PN;

~ Gaussian with variance %’ {cos(é’o — 9])}2

* Assume that (PN;+1)/2 is a Bernoulli process with probability 0.5
and N is a very large number (usually, N =10230)

AWGN noise: X, (T) has variance % ~ Gaussian with variance %
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Heterodyne receiver
u(t) u'(t) v) |1 T X(T)
y(t) BPF T () dt —»M
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Signal: X(T) =~ 2Pd(T)

CW Jamming: X;(T) ~ \[2] cos(8y —6;) < ZiL1 PN;

~ Gaussian with variance %’ {cos(é’o — 9])}2

* Assume that (PN;+1)/2 is a Bernoulli process with probability 0.5
and N is a very large number (usually, N =10230)

AWGN noise: X, (T) has variance % ~ Gaussian with variance %
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GNSS Demodulator
X(T)

u(t) w(t) wie)| 1 T I\
_>®_._ d >0
? oFF ng ) t‘ Channel Decoder

2c0s((wo + w;p)t)PN(L) L 2cos(wpt — b,)

X(T) = Xs(T) + X;(T) + Xy (T)

Signal: X(t) =V2Pd(T),
. _ . : : 2) 2
CW Jamming: X;(t) : Gaussian with variance 2 {cos(6, — )}

AWGN noise: X, (t) : Gaussian with variance %
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X(T)

-—'OM Channel Decoder

X*(T) = X5(T) + Xy (T) + Xq(T)

Demodulator

without despreading

Signal: X2 (t) = V2Pd(T)
CW Jamming: X = \/Z—jcos(eo — 9])
AWGN noise: X;(t) : Gaussian with variance %
GNSS
X(T)

—':¥> Channel Decoder

X(T) = Xs(T) + X;(T) + Xn(T)

GNSS Demodulator
with despreading

Signal: Xs(t) = V2Pd(T)
. _ : : : 2] 2
CW Jamming: X;(t) : Gaussian with variance - {cos(8, — 6;)}

AWGN noise: X, (t) : Gaussian with variance %
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