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1. Introduction

 Mobile IP aims to support mobility within the
Internet.

« We'll mention the security aspect of Mobile IP,

 And propose a new registration and session-
key distribution protocol using public-key

cryptography.
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2. Mobile IP and AAA
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2. Mobile IP and AAA
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« Authentication, Authorization and Accounting
(AAA)
— Authentication : validating the end user’s
iIdentities prior to permitting them network access

— Authorization : defines what right and services
are allowed to the end user

— Accounting : provides the methodology for
collecting information about end user's resource
consumption
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2. Mobile IP and AAA

« Authentication, Authorization and Accounting
(AAA) (Cont’)
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3. Conventional Registration Protocol
and Replay Attack

 Registration Protocol
The following notations are used to represent message in protocol
— M, N : concatenation of two messages M and N
— MNyy : MN’s home address
— MNcoa : MN’s care-of-address
— HA,, : HA’s IP address as its ID
— FA,4: FA’s IP address as its ID
— Npns Nya @ nonce issued by MN and HA
— {M}K : encryption of message M under key K
— <M>K : MAC value of message M under key K
— Sun.Ha : Shared secret key between MN and HA
— Req : a bit pattern indicating a request
— Rep : a bit pattern indicating a reply
— Result : a value of indicating result of the request
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3. Conventional Registration Protocol
and Replay Attack
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4. Proposed Public-Key Based
Registration and Session-Key Distribution
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* Design principles
— Minimize the computing power requirement as
well as administration cost imposed on MN

— Use mechanism for certificate retrieval and
validation

— Provide a secure session-key distribution

— And we assume secure association(SA) between
FA & AAAF, and HA & AAAH.
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4. Proposed Public-Key Based °e

Registration and Session-Key D

istribution
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4. Proposed Public-Key Based

Registration and Session-Key Distribution

 New notations are related to public-key operation and
session-key

Kaaan Kaaar - Public key of AAAH and AAAF, respectively;
K1 s anm K1 anar © Private key of AAAH and AAAF, respectively;

<<M>>K-1, : digital signature of message M generated using
private key of A;

Certyaan: Certyaap - certificate of AAAH and AAAF, respectively;
AD : a bit pattern indicating an advertisement;

Key-Req, Key-Rep : bit patterns of session-key request and reply,
respectively;

Sun-aaan - Shared secret key between MN and AAAH,;

Sun-EAT OuN-HAr Suara - Session-keys generated by AAAH, shared
by MN & FA, MN & HA, and HA & FA, respectively;
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4. Proposed Public-Key Based
Registration and Session-Key Distribution

« The protocol

— R1) AAAF->FA->MN : A, <<A>>K- ., Cert,ar
where A = AD, FA,,, AAAF

info

— R2) MN->FA : C, <C>S,,anan

where C = Req, Ny Naaan: MNyy, HAG, FA,, AAAF, ., Key-Req, B
B=A, <<A>>K-1,,r, Certoaar
— R3) FA->AAAF : D
where D = C, <C>S,,\ aaan
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4. Proposed Public-Key Based
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Registration and Session-Key Distribution

— R4) AAAF->AAAH : D, Npuar

— (upon receipt of R4)
AAAH : validate <C>S,,\ aaan USING Sy anans
check whether FA,;in B =FA, in C,
validate Cert,,,r based on existing PKI at AAAH,

validate <<A>>K-1,,,r using authenticated K, ¢

— RS5) AAAH->HA : Req, MN,,,

— R6) HA->AAAH : Rep, Result
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4. Proposed Public-Key Based
Registration and Session-Key Distribution

— R7) AAAH->HA : S\ uar Suara
AAAH->AAAF : F,<<F>>K-1 a0 Certaaan

where F = E ,<E>Syy.asan :Naaar:  Swunrar Starar Kasar

E = Rep, Result, Ny, N'aaan, HA FAG, AAAF. . Syn.uar Key-Rep
— (upon receipt of R7)

AAAF : validate Npar,

validate Cert,,,r based on existing PKI at AAAF,

validate <<F>>K-1,,,,, using authenticated K,

— RB8) AAAF->FA : E, <E>S\\.aaan: Sun-rar Sha-ra
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4. Proposed Public-Key Based
Registration and Session-Key Distribution

— R9) FA->MN : E, <E>S,,\ anar

— (upon receipt of R9)
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5. Conclusion

* |n this paper, we proposed a new protocol
about public-key based registration and
session-key distribution

* This protocol guarantees safe registration
and provides the secure communication with
session-key.

 MN still relies on the use of secret key so,
can’'t provide the non-repudiation service.
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