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1. Introduction (1) Cem

¢ Linear Complexity(LC) of a sequence
; The size of the shortest Linear Feedback Shift Register(LFSR) which can
generate the sequence

—> The difficulty of generating or analyzing the sequence, from a few
successively observed symbols

— Important factor in the field of security ( 1.e. stream cipher systems,
military frequency hopping communications, etc.)

Coding and Information Theory Lab. -3/20 - Oct. 13. 2001



1. Introduction (2) o

¢ Assume that we observe S={4A D E C F B---} with 6 symbols,
then we must decide the following three choices

1) Set of the symbols of S
= Field (GF'(7), GF(8), GF'(8),-*) or Integer residue ring (Z¢, Z,, Zg, ")

2) Mapping method from a symbol to an element of the set
= Ifthe setis Z,, there are 6! mapping methods
3) When the set 1s an extension field, Generator polynomial of the field

= If the set 1s GF(8), there are 2 generator polynomials

¢ After above three choices 1s decided, we can synthesize the characteristic polynomial of S
v" Over field by Berlekamp-Massey (BM) algorithm
v" Over integer residue ring by Reeds-Sloane (RS) algorithm
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1. Introduction (3) Cem

A It may be possible that the characteristic polynomial and therefore,

the LC of S 1s changed, when one of the above three choices 1s changed
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2. How to Evaluate the LC of Sequences (1) @,

‘.7.

¢ S ={s,} : asequence of non-negative integers

¢ Mapping method that we use to evaluate the LC of S
v ' LC over Z,
; s, s, (justanintegers,,an element of Z, )

v LC over GF(p")
.8, = (v, v, 0, V) (p-ary k-tuple, an element of GF(p*) )
I -
Sp = 2LVyD
i=1
¢ We use
v BM algorithm to evaluate LC of S over a field with characteristic 2
v" RS algorithm to evaluate LC of S over an integer residue ring and an odd prime field
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2. How to Evaluate the LC of Sequences (2)

Example 1) S with period 64 ={02212122011112200121120221120
00010101101110200010010221200220012:.--}

TABLE 1

THE LINEAR COMPLEXITY OF S OoF EXAMPLE 1.

Owver

GF(3)

GF(4)

GF(5)

Zs

GF(7)

LC

60

64

61

63

64

& LC of a sequence may be changed, when the set of the symbols of the sequence 1s changed
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2. How to Evaluate the LC of Sequences (3)

¢ Mapping method is equivalent to a permutation of symbols of a sequence
—> Evaluate the distribution of the LC of a sequence for permutations of the symbols

Example 2) S with period8 ={01376524..-}

TABLE 11

THE DISTRIBUTION OF THE LINEAR COMPLEXITY OF S OF EXAMPLE 2 ovER GF(8).

LC 3 i 7
No. of sequences | 2688 | 5376 | 32256

TABLE 111

THE DISTRIBUTION OF THE LINEAR COMPLEXITY OF S OF EXAMPLE 2 OVER Z3.

LC 2 3 4 2 6 7
No. of sequences | 128 | 256 | 768 | 5888 | 14848 | 18432

A LC of a sequence may be changed, when the mapping method
from a symbol of the sequence to an element of the set of the symbols is changed

Coding and Information Theory Lab. - 8/20 - Oct. 13. 2001



2. How to Evaluate the LC of Sequences (4)

Example 3) S with period 64 = {13641466201113133634746146546
7T763250333673251057543465533512436.--}

TABLE IV

THE LINEAR COMPLEXITY OF 5 oF EXAMPLE 3.

‘ Over | GF(8) with gen. poly. ¥ + z + 1 | GF(8) with gen. poly. z° + z + 1
| LC 59 61

A LC of a sequence over an extension field may be changed, when the generator

polynomial of the field is changed

*.* The change of the generator polynomial of an extension field is equivalent to the change

of the mapping method from a symbol of a sequence to an element of the field
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2. How to Evaluate the LC of Sequences (5)

# LC of a sequence should be evaluated, after the following three choices
are decided

1) Set of the symbols of a sequence
2) Mapping method from a symbol to an element of the set

3) When the set 1s an extension field, Generator polynomial of the field
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2. How to Evaluate the LC of Sequences (6)

Example 4) Two 16-ary random sequences of Figure 1 and Figure 2

2293 AGe G 1201191 1313502251503 13 g
12 5 A 2 1 18 11 5 > 14 3 5 16 7 10 13 A 18 14 2 12 & 5 2 41 13 1 & &
d 1 6 10 B 2 11 6 14 4 1Y /4 1T 8 1L T B Y d IS TH & L I H W 1 Y1

L |
]

A2 A 7 18 3 13 1 12 % 1A 13 15 A4 15 5 14 3 A B 14 2 1 18 A A & 15 A F 1 2

Fig. 1. S) with period 255

F 1147 14 & 185 Ih 212 13 1 12 v @ 14 2 12 &8 1 2 13 6 1 11 F 2 A5 5 1T7F 1 15 40
111316 2 F 11 5 3 F &2 6 % 10EBE 71510 4 9 6 143223 3151 5 12 14 14 3 9 7 ¢
11% 4 7 7 141 1 211 & a7 7 07480 A0172 11 & 1% 106 1 2 & 00 2 0 8B 5 4 0 A1
4 TH 17T Y% 1L 14 14 o F ¥ 1% TS S 1 HTY A HHT T4 1 TH 1N Y H B H T B 4 14 (1 H

111391316 8 3 41 7 3 245 42 12 5 1012 2 B 6 41 41 12 8 & 14 18 13 11

Fig. 2. 5 with period 255

TABLE V

g7 701 1B 21 15 M0 11

2 2>21ph 5 15 G 3 7 15 15 R 3 1@ 12
.Y a8 1T I8 A Y 4 Y HT LY TL
21 12 2 18132 @ F A5 42 3 19 11 14 2 12 7 11 B 2 18412 2 0 45 g 41 9 49 9 L 15 12 3 11 B 5 10 11 & 1@ 3
1A 7 1811 1846 5% 2 1 178 180 7 1B 1 F 212 E 1688 3 123511 3F 13 121435 B8 145 10 E

T21 12 11

14 3 F 13 & 18 2 T 0
1 1A 1A 3 11 A B A 1%
14 * 11 A S A HYF TH AR Y
11111 6741 @a i 842 87 441 6 2 014 3 7F 14 4 3 2 83 A & 815 @ 6 5 193 4 3 44 49 43 42 44 43 &6 12 11

THE LINEAR COMPLEXITY OF TWO 16-ARY RANDOM SEQUENCES OF EXAMPLE 4 (GF(16)a: GF(16)

WITH A GENERATOR POLYNOMIAL xz? + x + 1, GF(16)p: wrTH x? + 2* + 1).

Zw | GF(16); | GF(16)y | GF(17) | Z1s | GF(19) | Z,

0
LC of 5; | 255 253 203 259 204 254 259
LC of 52 | 255 252 250 255 255 254 255
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3. Construction of a Non-Binary sequence with Unique
Linear Complexity Over Some Fields (1)

¢ S ={s,} : asequence of non-negative integers
v k : positive integer
v p :least prime, p > Max[s,]

— A new sequence T ={¢,} from §

v tn — (Sn9 Spsls """ Sn+k—1)

¢ We regard
v’ s, as an integer (an element of GF(p))in GF(p)
v’ t, as a p-ary k-tuple (an element of GF(p*) )in GF(p")

Lemma 1 The LFSR generating a sequence S = {s,} of non-negative integers over
GF(p), where p is the least prime that satisfies p > Mazx|s,|, also generates T = {t,},

where t, = (8, Sn41,°** 5 Sn4k—1), OVET GF[;')*).
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3. Construction of a Non-Binary sequence with Unique
Linear Complexity Over Some Fields (2)

Example 5) S with period26 ={0011102112101002220122120200

i) p=3, k=3

T = {001 011 111 110 102 021 211 112 121 210 --- }

i) p=3, k=4

T = {0011 0111 1110 1102 1021 0211 2112 1121 1210 2101 .-~}

(N

Fig. 3. The LFSR generating S and T of Example 5.
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3. Construction of a Non-Binary sequence with Unique
Linear Complexity Over Some Fields (3)

¢ From Lemma 1, the shortest LFSR generating S over GF'(p) also generates T
over GF(p")

¢ It is not always the shortest LFSR generating T over GF(p"*)

¢ Furthermore, the linear complexity of 7" over GF( p")cannot be uniquely determined
unless a generator polynomial of GF(p*) is fixed
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3. Construction of a Non-Binary sequence with Unique “e

()CITL

Linear Complexity Over Some Fields (4) ‘o8

Example 6) The period of S is 63 and p=2.

i)S={1100100000111111101010010010011010101110110
11011101001111110010--+}

— LC of S over GF(2) =62,
But, LC of 7' (k=3) over GF(2%) = 60 regardless of a generator polynomial

i) $={0101111111001100000110111111010100111111000
11001110100101001011---}

= LC of T (k=3) over GF(2°) =55 with a generator polynomial, x>+ x+1
But, LC of T (k =3) over GF(2°) = 53 with a generator polynomial, x>+ x> +1
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3. Construction of a Non-Binary sequence with Unique
Linear Complexity Over Some Fields (5) o8

Fact 1 The characteristic polynomial of G = {g.} over GF(q) divides any connection
polynomial of the LFSR generating G over GF(q).

Fact 2 The characteristic polynomial of G = {g,} over GF(q) is uniquely determined up

to a multiplication by a constant.

Theorem 1 The shortest LFSR generating a binary sequence S = {s,} of integer () and 1
with period 2" over GF(2) is also the shortest LFSR generating a binary k-tuple sequence

T = {t,}, where t, = (8n, Sn41,"** s Sntk—1), OVEr GF[E*:].

Theorem 2 Let S = {s,} be a binary sequence of integer 0 and 1 with period 2". Then,

The linear complexity of a binary k-tuple sequence T = {t, }, where t,, = (84, Sn41"** » Snik-1),

over GF(2¥) is uniquely determined regardless of a choice of a generator polynomial of
GF(2F).
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3. Construction of a Non-Binary sequence with Unique
Linear Complexity Over Some Fields (6) o8

Example 7) A binary sequence S with period 16 ={0000101111110100---}.

i) Binary 3-tuple sequence 7= {000 000 001 010 101 011 111 111 111 111 110 101 010
100 000 000 - - - }

ii) Binary 4-tuple sequence 7" = {0000 0001 0010 0101 1011 0111 1111 1111 1111 1110
1101 1010 0100 1000 0000 0000 - --}

A

SRR TR

Fig. 4. The shortest LFSR generating S and T of Example 7.

k. J
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3. Construction of a Non-Binary sequence with Unique e

NCITL

Linear Complexity Over Some Fields (7) 8

¢ Theorem 1 and Theorem 2 is true when GF(2") is GF(2™), where m > k

~ The shortest LESR generating a binary sequence S = {s, } of integer 0 and 1
with period 2" over GF(2) is also the shortest LFSR generating a binary
k-tuple sequence T = {t,} over GF(2™),where £, =(S,, 8,115 "> Spii_1)

and m>k

A LC of Tover GF(2™) is uniquely determined regardless of a choice of

a generator polynomial
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4. Acknowledgement o

A LC of a sequence should be evaluated, after the following three choices
are decided
1) Set of the symbols of a sequence
2) Mapping method from a symbol to an element of the set
3) When the set 1s an extension field, Generator polynomial of the field

A~ The shortest LFSR generating a binary sequence S = {s,} of integer 0 and 1
with period 2" over GF(2) 1s also the shortest LFSR generating a binary
k-tuple sequence T = {¢ } over GF(2™), where ¢, =(S,, S,41> "> Spii-1)
and m=>k

» LC of Tover GF(2") is uniquely determined regardless of a choice of

a generator polynomial
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