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Features of Biometric Encryption

* Diversity

* Re-usability (Cancellability)
* Non-invertibility (Privacy)
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m Cancelable biometric scheme
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Z2IAE

s 3136 bits

m Uniform zero additions

o More error correction for iris code 1
(1188 bits + 760 zeroes = 1948 bits)

o Less error correction for iris code 2
(1188 bits)

IrIS Code 1 ............... >-

IrIS Code 2 .........................................................
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Error Correcting Codes

s (2%1 k, 2¥-2) Hadamard code (k = 7)
64 bits/block x 49 blocks = 3136 bits
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(127,127 — 2t) code over F,7 — (49,49 — 2t)
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7 bits/block x 49 blocks = 343 bits
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Shuffling
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De-shuffling
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RS code’ A
Another Shuffle key H

Shuffled RS code
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Another Shuffle key H

Shuffled RS code 1's at the left of the flipped bit
Correct Shuffle key o’s at the right of the flipped bit

RS code
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Another Shuffle key

Shuffled RS code
Correct Shuffle key

In other words, only bits between two flipped bits are corrupted

o’s and 1’s at the left of the left flipped bit
o’s and 1’s at the right of the right flipped bit

RS code
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Permutation arrays...
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