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(C|s]r)

Signcryption Unsigncryption

1<x<q-1- select x arbitrarily SCS1 — k=hash((y,-g")""(mod p))

k = hash(y, (mod p)) SCS2 — k = hash((y," -g)** (mod p))

Split & into 4 and A; Split & into 4, and &,

r=KH, (m) D, (C)=m — decryption
signature s=x/(r+x,)(modq) — SCS1 KH, (m)

s=X/(1+x,-r)(modq) — gcgo Accépt m as valid if
encryption — C = Ekl(m) KH, (m)=r

signature verification
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Defects of Signcryption ‘se

‘ Signcryption ‘

Select x arbitrarily

k = hash(y,” (mod p))

Split & into & and A,

r=KH, (m)

s=Xx/(r+x,)(modq) — SCS1 : Defect 1, Defect 3

s=X/(1+x,-r)(modq)— scs2 : Defect 1, Defect 2, Defect 3
C = Ekl(m)

¢ Defect 1 : Division by zero.
¢ Defect 2 : Vulnerable to Attack.
¢ Defect 3 : Division algorithm required.
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Generalization of Signcryption s

‘ Signcryption ‘

Select x arbitrarily

k = hash(y,"(mod p)) — Must we use one-way hash function?
Split & into A and A, — Is splitting k necessary ?

r=KH, (m) — Must we use keyed hash function?

s =Xx/(r+x,)(modq)

s=x/(1+x, - r)(mod q) } Is it possible to generalize
' ?
C = Ekl(m) the calculation of s
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A hash function for k&

¢ In the calculation of k=hash(y,* (mod p)),
must we use a one-way hash function?

¢ k Is a secret parameter. Therefore, we do
not have to use a hash function.

¢ Use of a hash function can be generalized

to arbitrary function h: Z, —» Z,.

— Example) Define function h as selecting |t|
bits from y_*(mod p)

wlyo | ol bits 01100....11100 |pl| bits
01...10 |4 bits | 4| bits ...11100
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Splitting k SEpe

¢ Is splitting k the only way to obtain k,
and k, ?

¢ One of the simple ways Is choosing
k=k, and obtain k, from k.
— Example 1) Let k =100110110. Then k,=k.

k, 100110110

I AWK

k, 001011011

— Example 2) Select k;=k,=k.
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A keyed hash function for r

¢ In the calculation of r = KH,,(m), must we
use a keyed hash function ?

¢ A key-less hash function can also be used
iInstead of a keyed hash function.

¢ If a keyed hash function Is used, then
additional computational cost is needed.
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Derivation of Signature Equation “ss

¢ Calculation of s

‘ ElGamal-type ‘

A= Xx,B+xC(modq) — Signature Equation
gA = yaB - rC(mod p)

el _pon } Verification Equation
/B@g .y, "¢ (mod p), m)
where A B,C e{l,zr,=m,xs,£f(m,r),£f(m,s),=f (r,s)}
d:ZpZHZp
| Signcryption | q A=x_B+xC(modq)
¢ Recovery of k
k=h(g"® "™ -y, ™ (mod p))
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Signature Equation A=x_B+xC (mod G
A B,C e{L+r+m,+s,+ Hn, r) £ f (m,s) = f (r,s)}

¢ Conditions for simplicity

1. The message value m is eliminated.
= A, B, Ce{1,r, ts, £f(r,s) }

2. The operation f Is confined to modulo addition
or multiplication.

3. One of the parameters A, B, C equals to 1.

. B

¢ Possible choices of A, B, C
(1, r,s), (1, r,r+s),(1,r,rs), (1, s, r +s), (1, s,
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Analysis of Generalized Slgncrypuon e

[ A | B | C | Signature Equation | Calculation of g [D1]D2 D3]
1 r 8 l1=@a'r4+a-s s={1—qq 1)/ x [1,2] 2
1 E r l=garsta:r s=1—a r)/eta x [2,1] 2
r 1 ) T =%, + -8 s = r —x,)/x xl11[2
r 8 1 r=%a'é+w 8= [r—a)/ea x|1]1
# 1 r E=Xat T E=%a tE'r x]11]1
& r 1 §=-&a'r+tw §=Xa 't x|1|x
1 r rtsl=gar+e-lr+8)|s=11—a, r—a -r)je|x]13d 2
1 |r+8] r lza:u-{r—l—s)—l—a:--rsz[l—w--r—a:ﬂ-r)ja:u x [3,1] 2
r 1 |r4-8] r=aata{r+a) d=[(r—a.—a 'r)fe |x]3][2
r lr+el 1 | r=aq-(r+alt+ae | s=[(r—o @ r)/eq [x131[1

r+al 1 r r+8=aata& r F=FatE'r—71T x]111]1

Ir+sl v | 1 rta= &, r4a §=Fa "+ E 71 P l_J
1 r o lrrell=aar+a(r-a8)| e={1—@a 'r}fler) [1]2]2
1 [reg] v [1=@a-{r-a})+ae-r| s=1—-—a -r}f(@ga-r) [1]2]2
T 1 |rs] r=cat+ta-(r s 8= (r—aa)/(x 1) 11112
r |r-s| 1 r=@&a{r-g +e s=(r—a)f(®a 1) 11111

rog| 1 r Feg8 =Fq & T g§={xqa +a r}/T 1 x]|2

[r 8] r 1 r 8 =xg T+ & g =(@xq '+ r+a)/r 1] x 1[|
1 g |rts|l=ca-st+a-(r+s)| e=(1—w r)/{eat+ea) |F|1,3]2
1 [r4+¢ 8 [1=@a-{r+s)t+a-gle=(1—wa r}/(wata)|[E]3,1]2
8 1 |r4+s8 s=@ata-{r+s |s=(@.ta-r)/l—a) |E]3]2
8 [r+sf 1 E8=Xa ' [r+a8)t+e |[s=(aa -r+a)/{l—2) |E]3 |1

r+a| 1 8 r48==a, +t a3 8 = [(@qa — 1)/ (1 —a) El1]2

(lr+a| s 1 T+ 8 =ta '8t & 8= (& —T1/(1 — &a} E|1l 1[|
1 g8 |r-sll=@a-84+@ [r:s g=1/{@a +@ ) 211]2
1 |r-8| 8 |[1=@a-{r-8)+x-5 8 =1/(@a - r+ @) 211]2
E 1 |rg]| 6=aq+a[(r-s) 8=aa /{1 —2:v) 212
g8 |[r-s| 1 =@, [(r-8)+a s =x/(1 —Xa 1) 211112

ra & r 8 =Fat X8 8= @a/(r —a) 1[x |2

[ r-& 1 r-8=%a"81+& 8= @flr — @a) Ix |1
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A= x.,B+xC(modq)

. B

Good Signcryption Scheme
(Having only one defect,
detection speed is fast and
number of division is less
than or equal to 1.)

D1, D2, D3 : Defect 1, 2, 3

X : No defect

# in D1, D2 : Detection speed.
# in D3 : Number of division.
E : Easily Avoided

11/13 September. 14. 2001




Good Signcryption Schemes COf.'O

A B C |GSCSs||Defect 1 or 2 (if r # 0)|no. of div.|[Comment

s 1 r | YES None if r # 0 1 *

s r 1 | YES None if 7 # 0 0 ISCS1 *
r+s|| 1 r | YES None if r # 0 1 *
r+s|| r 1 | YES None if 7 # 0 0 ISCS2 *
r-s| r 1 | YES None if r # 0 1 *
r-sif 1 T NO None if 7 # 0 2

T s 1 | YES || Defect 2 evenifr #0 1
r+s|| s 1 | YES || Defect 2 even if r # 0 1

s ||r-s| 1 NO || Defect 1 even if r # 0 1 SCS2
r-s| s 1 | YES || Defect 1 evenifr #0 1 SCS1

¢ 5 GSCSs can overcome both Defect 1 and 2
when modification of a hash function iIs used.

¢ 2 GSCSs can overcome all three defects, which are
called Improved Signcryption Schemes(ISCSs).
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Conclusion Qe

¢ The 5 GSCSs marked with * are good
enough.

¢ For 2 ISCSs, all 3 defects are eliminated
by using a hash function that does not
have zero as Its output.
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