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Signcryption Algorithm
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Defects of Signcryption

SCS1 : Defect 1, Defect 3

SCS2 : Defect 1, Defect 2, Defect 3
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♦ Defect 1 : Division by zero.
♦ Defect 2 : Vulnerable to Attack.
♦ Defect 3 : Division algorithm required.
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Generalization of Signcryption

Must we use one-way hash function?
Is splitting k necessary ?

Is it possible to generalize 
the calculation of s ?

Must we use keyed hash function?

Select x arbitrarily  
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A hash function for k
♦ In the calculation of k=hash(yb

x (mod p)), 
must we use a one-way hash function? 

♦ k is a secret parameter. Therefore, we do 
not have to use a hash function.

♦Use of a hash function can be generalized 
to arbitrary function h : Zp → Zt.
– Example) Define function h as selecting |t| 

bits from yb
x(mod p)

01100….1110001100….11100 |p| bits

|t| bits01….10 …11100

|p| bits

|t| bits
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Splitting k
♦ Is splitting k the only way to obtain k1

and k2 ? 
♦One of the simple ways is choosing 

k=k1 and obtain k2 from k1.
– Example 1) Let k = 100110110. Then k1=k.

– Example 2) Select  k1=k2=k.

1 0 0 1 1 0 1 1 0

0 0 1 0 1 1 0 1 1

k1

k2
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A keyed hash function for r 

♦ In the calculation of r = KHk2(m), must we 
use a keyed hash function ? 

♦A key-less hash function can also be used 
instead of a keyed hash function.

♦ If a keyed hash function is used, then 
additional computational cost is needed.
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Derivation of Signature Equation

ElGamal-type
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Signature Equation A≡xaB+xC (mod 
q)

♦ Conditions for simplicity
1. The message value m is eliminated.

⇒ A, B, C ∈ {1, ±r, ±s, ±f(r,s) }
2. The operation f is confined to modulo addition 

or multiplication. 
3. One of the parameters A, B, C equals to 1. 

)},(),,(),,(,,,,1{,, srfsmfrmfsmrCBA ±±±±±±∈

♦ Possible choices of A, B, C
(1, r, s), (1, r, r +s), (1, r, rּs), (1, s, r +s), (1, s, 

r ּs)
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Analysis of Generalized Signcryption 

D1, D2, D3 : Defect 1, 2, 3

X : No defect

# in D1, D2 : Detection speed.

# in D3 : Number of division.

E : Easily Avoided

)(mod qxCBxA a +≡

Good Signcryption Scheme
(Having only one defect,  
detection speed is fast and 
number of division is less 
than or equal to 1.)
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Good Signcryption Schemes

♦ 5 GSCSs can overcome both Defect 1 and 2   
when modification of a hash function is used. 

♦ 2 GSCSs can overcome all three defects, which are 
called Improved Signcryption Schemes(ISCSs).
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♦The 5 GSCSs marked with * are good 
enough. 

♦For 2 ISCSs, all 3 defects are eliminated 
by using a hash function that does not 
have zero as its output. 

Conclusion


