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LRepresenta\ticm of Boolean Function

fo is described as (Nonlinear) Boolean Function

Boolean Function :

fo : F§ — Fo
ANF :
n
f(x17"' 73371) = @ )\’u (Hx;ul> 7>\u S ]FQ,’LL: (Ul,"' 7un)‘
uely i=1

(1)
Algebraic Degree : deg(f) = d

m the maximal value of the Hamming weight of u such that
Ay # 0.
m In general d =n — 1.
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LAlgebraic Attack and Algebraic Immunity

Toy Example of f, with n =4

fz1, - ,x4) = 21+ 22+ 23+ 24+ 2103+ Tox3+ T 12973+ ToT3L4.

m deg(f) =3
m equivalent to (x 1)&1
m where x~1 is the map from Fy1 to F3
B X € Fya is corresponding to (z1,- -+ ,x4) € Fo
m & is the operation to obtain specific(left most) component
from the element of 3

m f(z1, -+ ,x4) is balanced.
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Algebraic Attack in General

m Given symmetric key of size N, and d = deg(f) the number
of equations to solve the system of simultaneous linear
equations is [2003, Courtois]

d
N
() e
im0 \!
m The computing complexity is 7'(d)?8[1969, Strassen]
m When N = 80 and d = 15(n = 16), the complexity =~ 248

m If we reduce the number of equations needed, we can
attack stream cipher easily. = Reduce d.
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LAlgebraic Attack and Algebraic Immunity

Attack The Toy System(/N = 80)

f(.l‘l, . ,x4) =21 +T2+T3+T4+T1T3+ X203 +T1X2X3+T2L3L4.
d=3 T(3) = 2%
I
d=2 T(2) =233

m We can find two functions with degree 2
B g=T1T2+ 2124
B h =243+ Taxo + T4x1 + 3T + T4

mg-f=0andh-f=h
mf=1=g=0and f=0=h=0
m g and h are annihilators of f
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Algebraic Immunity
Annihilator g(# 0) satisfies
f-gor (14 f)-g vanishes.
Algebraic Immunity: AI(f)

AI(f) = i deg(g). 2
= mil(r} om0 008(9) ()
g
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How to Calculate the Al of a Given Boolean Function

f : an n-variable boolean function of degree > [2] £ ¢
G = {gildeg(g:) < e, 9: # 0}

where, 1 < i < T'(e),the number of equation needed.
H = {hilhi = f - gi,9: € G}
g : defined as one of the linear combination of g;'s

has degree maxgy,cc deg(gi)

I={f glg=B") \gi, VA= (A1, , Ap @) e FI)

Then, the degree of the minimal degree member of the
grobner basis of I is the AI(f).[2003, Faugere]
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Known Bounds

Theorem (Universal Bound, 2003, Courtois)

Let f be a Boolean function with n inputs. Then there is a

Boolean function g # 0 of degree at most [n/2] such that fg is of
degree at most [n/2].

Theorem (Bound for Boolean inverse function, 2006, Nawaz)
Let f(x) = Tr?(Bz~1) and g(x) = Tr(a"). Then

deg(f(z)g(x)) = [Vn] + [
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The Numbers of Equations to Attack (N = 80)

f f = inv(®

" d=n—1[T@ [d=AI{) | T(d) | d= AL(f) | T(d)
11 10 241 6 229 5 229
12 11 244 6 229 5 225
13 12 247 7 232 6 229
14 13 250 7 232 6 229
15 14 253 8 235 6 229
16 15 256 8 235 6

17 16 259 9 238 7

18 17 262 9 238 7

19 18 205 10 241 7
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Design Approach

Find f, with maximal Al
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