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Abstract— In this letter, we investigate the effect of inserting
some randomly generated watermarking chips into known
spreading sequences in terms of periodic correlations; moreover,
we give two design criteria for good watermarked sequences
in the sense of: 1) reducing the average correlation value and
2) minimizing the variance of correlations. For n = 2m with
even m, we propose a set of 2m−1 punctured bent function
sequences of length 2n−1 punctured by the Singer difference set.
The maximum non-trivial correlation magnitude of the proposed
set turns out to be 2m + 1, which is asymptotically two times
the Welch bound.

Index Terms— DS-CDMA, watermarked sequences, bent func-
tion sequences, punctured sequences, periodic correlations.

I. INTRODUCTION

D IRECT sequence code division multiple access
(DS-CDMA) have been widely applied for digital

communication systems [1] and global positioning navigation
systems [2]. In DS-CDMA, a transmitter uses a unique
sequence as its signature, which is called a spreading
sequence or a signature sequence.

Nowadays, DS-CDMA with watermarked spreading
sequences have been considered to provide some security
at the physical-layer level. We call this a watermarked
DS-CDMA (W-DS-CDMA). Here, the watermarking is done
by replacing some chips in a sequence with other chips.
The objectives of the watermarking are authentication of
signals [3]–[5], steganography [6] and Military GNSS signal
with fast acquisition [7]. Here, we note that many of these
just focused on how to use the watermarking chips, but not
the effect of inserting the watermarking chips to the spreading
sequences in terms of their correlations of various kinds.
We note that there are some related works which consider
such an effect of combining known sequences and unknown
watermarking data in terms of its aperiodic correlation [8], [9].
They call this a distributed sequence for frame
synchronization, and considers only a single sequence case.

In this letter, we investigate the effect of inserting some
randomly generated watermarking chips into known spreading
sequences in terms of periodic correlations and we give two
design criteria for good watermarked sequences in the sense of
(1) reducing the average correlation value and (2) minimizing
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the variance of correlations. For n = 2m with even m,
we propose a set of 2m−1 punctured bent function sequences
of length 2n − 1 punctured by the Singer difference set. The
maximum non-trivial correlation magnitude of the proposed
set turns out to be 2m + 1, which is asymptotically 2 times
the Welch bound.

After reviewing some preliminaries in Section II, we inves-
tigate correlation properties of watermarked sequences and
propose some design criteria for watermarked sequences in
Section III. In Section IV, we propose punctured bent function
sequences for watermarked DS-CDMA, which satisfy the
proposed criteria. The proposed sequence set is based on the
bent function sequences due to Olsen, Scholtz, and Welch [10]
and the cyclic difference set by Singer. We finish this letter in
Section V.

II. SOME PRELIMINARIES

Throughout this letter, we fix the following notation:
• ZL is the ring of integers modulo L.
• F2n is the finite field of size 2n.
• α ∈ F2n is a primitive element.
• A k-subset is a subset of size k.
• The symbol ‘\’ stands for the set difference operation.

That is, X \ Y = {x : x ∈ X and x �∈ Y }.
• For two subsets X, Y of ZL and an element τ ∈ ZL,

we define DX,Y (τ) = |X ∩ (Y + τ)|, where Y + τ =
{y + τ : y ∈ Y }. If X = Y , then we denote it by
DX(τ), simply.

A. Correlation of Sequences

In DS-CDMA, correlation of sequences is a measurement
of interference [11]. Especially, even and odd correlations are
important metric to achieve low interference level [11]. Let
xxx and yyy be two real-valued spreading sequences of length L.
The even and odd correlations of xxx and yyy are defined by

θxxx,yyy(τ) =
L−1∑

l=0

x[l + τ ]y[l],

θ̂xxx,yyy(τ) =
L−τ−1∑

l=0

x[l + τ ]y[l] −
L−1∑

l=L−τ

x[l + τ ]y[l],

respectively, where l + τ is computed modulo L. If yyy is a
cyclic shift of xxx, then θxxx,yyy(τ) (or θ̂xxx,yyy(τ)) is called even
(or odd) autocorrelation, and we simply denoted it by θxxx(τ)
(or θ̂xxx(τ)), respectively. Otherwise, it is called even (or odd)
crosscorrelation.

Let S be a set of M sequences of length L all of constant
energy E, i.e., θxxx(0) = E for xxx ∈ S. The maximum non-trivial
even correlation magnitude, denoted by θmax(S), is defined by

θmax(S) = max {θa(S), θc(S)} ,
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where
θa(S) = max {|θxxx(τ)| : xxx ∈ S, 1 ≤ τ ≤ L − 1} ,

θc(S) = max {|θxxx,yyy(τ)| : xxx, yyy ∈ S,xxx �= yyy, 0 ≤ τ ≤ L−1} .

Then, the Welch bound [12] yields that

θmax (S) ≥ E

√
M − 1

ML − 1
. (1)

Note that, RHS of (1) can be approximated as E/
√

L if M �1.

B. Bent Function Sequences

For an integer m, let f : F2m → F2. The Walsh transform
of f at η ∈ F2m is given by [1]

f̂(η) =
∑

x∈F2m

(−1)f(x)+trm1 (ηx),

where trm1 (x) =
∑m−1

r=0 x2r

is the trace from F2m to F2. Then,
f is called bent if, for any η ∈ F2m , |f̂(η)| = 2m/2. A bent
function exists if and only if m is even. For more details on
bent functions and their properties, see [13].

Let n = 2m be a positive integer with even m and f be a
bent function over F2m . Let α ∈ F2n be a primitive element
and σ ∈ F2n \F2m . For μ ∈ F2m , a bent function sequence bbbμ

of length 2n−1 due to [10] is given by, for l = 0, 1, . . . , 2n−2,
[1, p.360]

bμ[l] = (−1)f(trnm(αl))+trn1 ((μ+σ)αl). (2)

Fact 1 ( [1], [10]): For a positive integer n = 2m with
even m and a fixed σ ∈ F2n \ F2m , let B = {bbbμ : μ ∈ F2m}
be a set of bent function sequences in which bbbμ is constructed
by (2). Then,

θmax (B) ≤ 2m + 1, (3)
and hence, it is optimal in terms of the Welch bound.

C. Cyclic Difference Sets and Their Characteristic Sequences

A k-subset P of ZL is a (L, k, λ) cyclic difference set
(CDS) if DP(τ) = λ for any τ �= 0 (mod L). If an
(L, k, λ)-CDS exists, then the following is true [1], [14], [15]:

k(k − 1) = (L − 1)λ. (4)

The set
{
l ∈ Z2n−1 : trn1 (αl) = 0

}
(5)

is known to be a (2n − 1, 2n−1 − 1, 2n−2 − 1)-CDS, called
the Singer difference set [1], [14], [16], whose characteristic
sequence is complement of a binary m-sequence of length
2n − 1. Here, the characteristic sequence ppp = {p[l]}L−1

l=0 of a
subset P of ZL is defined by

p[l] =

{
1, if l ∈ P ,

0, otherwise.

A k-subset P of ZL is called an (L, k, λ, t) almost cyclic
difference set (ACDS) if, for any τ �= 0 (mod L), DP(τ) is
either λ or λ+1. In fact, an (L, k, λ, t)-ACDS has the property
that, for τ = 1, 2, . . . , L − 1,

DP(τ) =

{
λ, t times,

λ + 1, L − 1 − t times.

Note that an (L, k, λ, t)-ACDS with t = L − 1 is just an
(L, k, λ)-CDS. If there exists an (L, k, λ, t)-ACDS, then the
following is true [17]:

k(k − 1) = tλ + (L − 1 − t)(λ + 1). (6)

III. WATERMARKED SPREADING SEQUENCE DESIGN

A. System Model

W-DS-CDMA is a variation of DS-CDMA in which each
user inserts some watermarks into its original spreading
sequences. In the remaining of this letter, we will consider the
following watermarking process, which is a variation proposed
in [3]:

- Set up: Let U = {uuu1,uuu2, . . . ,uuuN} be a set of N
binary sequences of length L, called original sequences
corresponding to N users, and Ψ = {P1,P2, . . . ,PN}
be a set of k-subsets of ZL, called puncturing patterns.
A single pattern scheme refers to the case where all the
puncturing patterns are the same. Otherwise, it is called
a multiple pattern scheme.

- Puncturing: Each user punctures its original sequence
according to the assigned puncturing pattern. The punc-
tured sequence sssi is given by

si[l] =

{
ui[l], if l �∈ Pi

0, if l ∈ Pi.

- Watermarking: For each and every transmission of a
symbol, each user inserts his/her own watermarking chips
into the punctured positions to generate a watermarked
sequence. How to generate the watermarking chips would
be a separate issue depending on some specific applica-
tion. In this letter, we assume that the watermarking chips
is i.i.d. random, i.e., each position will have the value ±1
equally likely and independently.

Example 1: For L = 7, let P1 = {0, 1, 3} ∈ Z7 and the
original sequence be given by

uuu1 = (1,−1, 1, 1,−1,−1,−1).

Then, the punctured sequence by P1 becomes

sss1 = (0, 0, 1, 0,−1,−1,−1).

To transmit e-th data symbol, the first user generates three
watermarking chips w1,e[0], w1,e[1], w1,e[3] and produces a
watermarked sequence

ccc1,e = (w1,e[0], w1,e[1], 1, w1,e[3],−1,−1,−1).
A watermarked sequence must be considered to have

two different parts: one is a periodically repeated punctured
sequence while the other is a non-periodic watermarking chip
sequence. This is shown in Fig. 1. For example, ccc1,e in the
above example has periodically repeating punctured sequence
sss1 and non-periodic watermarking chip sequence

www1,e = (w1,e[0], w1,e[1], 0, w1,e[3], 0, 0, 0).

Note that two watermarking chip sequences wwwi,e1 and wwwj,e2

are assumed to be statistically independent if (i, e1) �= (j, e2).
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Fig. 1. Two parts of watermarked sequences.

B. Watermarked Sequence Design

When a W-DS-CDMA receiver is not able to generate any
watermarking chip, it can acquire and despread a desired
W-DS-CDMA signal by using only the periodically repeating
punctured sequence. Therefore, the matched filter output can
be described by correlation of a punctured sequence and a
(received) watermarked sequence. The even correlation of ccci,e

and sssj becomes

θccci,e,sssj (τ) = θsssi, sssj (τ) + θwwwi,e,sssj (τ). (7)

We are interested in characterizing its mean and variance. Note
that wi,e[l + τ ] is non-zero only for l ∈ Pi − τ and sj [l] is
non-zero only for l ∈ ZL \ Pj . Therefore, wi,e[l + τ ]sj [l] is
non-zero only for

l ∈ (Pi − τ) ∩ (ZL \ Pj) = (Pi − τ) \ Pj ,

and hence, we have

θwwwi,e,sssj (τ) =
∑

l∈(Pi−τ)\Pj

wi,e[l + τ ]sj [l].

Since all the watermarking chips are assumed to be i.i.d.
random, θwwwi,e,sssj (τ) is a random variable with mean zero and
variance given by

|(Pi − τ) \ Pj | = |Pi \ (Pj + τ)| = k − DPi,Pj (τ).

Thus, θccci,e,sssj (τ) in (7) is a random variable with mean
θsssi,sssj (τ) and variance k − DPi,Pj(τ). Similarly, the odd cor-
relation θ̂ccci,e,sssj (τ) of ccci,e and sssj becomes a random variable
with mean θ̂sssi,sssj (τ) and the same variance k − DPi,Pj (τ).
Denote Dmin(Ψ) = min{Da(Ψ), Dc(Ψ)} where

Da(Ψ) = min {|DPi(τ)| : 0 ≤ i ≤ N, 1 ≤ τ ≤ L − 1} ,

Dc(Ψ) = min
{|DPi,Pj (τ)| : 0 ≤ i < j ≤ N, 0≤τ ≤L−1

}
.

Now, it becomes obvious that one should maximize the
value DPi,Pj (τ) for multiple patterns case and DPi(τ) for
single pattern case in order to minimize the variance of both
even and odd correlations. In order to minimize the average
correlation value, one must reduce θsssi,sssj (τ) and/or θ̂sssi,sssj (τ)
as much as possible. This gives the following two criteria of
designing the watermarked sequences:
C1:(puncturing pattern design)

Dmin(Ψ) should be as large as possible.

C2:(punctured sequence design)
The maximum non-trivial even/odd correlation mag-
nitude of punctured sequences sssi, sssj for all i, j
should be as low as possible.

Remark 1: The above design criteria will be the same
when the receiver has the complete information on all the

watermarking chips and thus makes use of them in acquisition
and/or despreading stages. In that case, for some e1, e2,
we should consider θccci,e1 ,cccj,e2

(τ) instead of (7). It can be
shown that θccci,e1 ,cccj,e2

(τ) becomes a random variable with
mean θsssi,sssj (τ) and variance L − DPi,Pj (τ), except for the
case when τ = 0 (mod L) with both i = j and e1 = e2. For
the case of odd correlation, we can obtain similar result.

To find good watermarked sequences, we first consider the
first criterion C1 for finding good puncturing patterns.

Lemma 1: Let Ψ = {P1,P2, . . . ,PN} be a set of k-subsets
of ZL. Then,

Dmin(Ψ) ≤
⌊

k2 − k

L − 1

⌋
. (8)

Proof: Consider DPi,Pj(τ) for all τ from 0 to L − 1
with i �= j. As τ runs from 0 to L − 1, each member of
Pi coincides with some member of Pj + τ exactly once.
Therefore,

∑
0≤τ≤L−1 DPi,Pj (τ) = k2, and hence,

min
0≤τ≤L−1

DPi,Pj (τ) ≤
⌊

k2

L

⌋
. (9)

For i = j,
∑

1≤τ≤L−1 DPi(τ) = k2 − k, since DPi(0) = k.
Therefore,

min
1≤τ≤L−1

DPi(τ) ≤
⌊

k2 − k

L − 1

⌋
. (10)

Note that the RHS of (10) is always smaller than or equal to
the RHS of (9).

In the remaining of this letter, we call a set of puncturing
patterns optimal if it achieves the bound in (8) with equality.
The proof of Lemma 1 implies that a single pattern scheme
may be enough to achieve the bound in (8) with equality.

Theorem 1: Assume that a single pattern scheme is applied,
i.e., Pi = Pj = P for any Pi,Pj ∈ Ψ. If P is an (L, k, λ, t)-
ACDS (or, an (L, k, λ)-CDS in special), then Ψ is optimal.

Proof: It is straightforward to check using (6).
Remark 2: A pattern from a cyclic (Singer’s) difference set

was used in [18, Thm. 3] in order to puncture the spectrum of
a sequence with zero PACF sidelobes in frequency domain and
obtain a constant smallest auto-correlation in time domain.

IV. PUNCTURED BENT FUNCTION SEQUENCE SET

Definition 1: Let n ≡ 0 (mod 4) and m = n/2. Let Γ be
a subset of F2m such that, for any μ, ν ∈ Γ, μ + ν �= 1. For
a bent function f : F2m → F2, let bbbμ be a bent sequence of
length 2n − 1 constructed by (2). For a given Γ, we define a
set of punctured bent sequences S = {sssμ : μ ∈ Γ} where sssμ

is obtained by puncturing bbbμ by the pattern given in (5), i.e.,

sμ[l] =

{
bμ[l], if trn1 (αl) = 1,

0, if trn1 (αl) = 0.
(11)

Theorem 2: Assume all the notation in Def. 1. Then,

θmax(S) ≤ 2m + 1. (12)
Proof: Let sss1, sss2 be two punctured sequences of length

L constructed by puncturing bbb1, bbb2 according to the pattern P .
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By using the characteristic sequence ppp of P , we may rewrite
(11) as

si[l] =
1
2

(
1 − (−1)p[l]+1

)
bi[l].

Then, the even correlation of sss1 and sss2 is

θsss1,sss2(τ) =
L−1∑

l=0

s1[l + τ ]s2[l]

=
1
4

L−1∑

l=0

(
1 − (−1)p[l+τ ]+1

)

b1[l + τ ]
(
1 − (−1)p[l]+1

)
b2[l]

=
1
4

[
θbbb′1,bbb′2(τ) + θbbb1,bbb2(τ) − θbbb′1,bbb2(τ) − θbbb1,bbb′2(τ)

]
.

(13)

where we let, for i = 1, 2,

bbb�i =
{
bi[l](−1)p[l]+1

}L−1

l=0
.

Observe that, for any x ∈ F2m ,

b�x[l] = bx[l](−1)trn1 (αl)

= (−1)f(trnm(αl))+trn1 ((x+σ)αl)(−1)trn1 (αl)

= (−1)f(trnm(αl))+trn1 ((x+1+σ)αl) = bx+1[l]

Therefore, by using (13) and the triangular inequality, we have

4
∣∣θsssμ,sssν (τ)

∣∣ ≤ ∣∣θsssμ+1,sssν+1(τ)
∣∣ +

∣∣θsssμ,sssν (τ)
∣∣

+
∣∣θsssμ+1,sssν (τ)

∣∣ +
∣∣θsssμ,sssν+1(τ)

∣∣ (14)

for any μ, ν ∈ Γ.
Now, assume that μ = ν. Then, for any τ �≡ 0 (mod 2n −

1), each term in RHS of (14) is either even autocorrelation of a
bent sequence or even crosscorrelation of two bent sequences
at some non-zero shift. Therefore, from Fact 1, RHS of (14)
is upper-bounded by 4(2m + 1). If μ �= ν, each term in RHS
of (14) is even crosscorrelation of two bent sequences, and
hence, RHS of (14) is upper-bounded by 4(2m + 1).

We describe the properties of S in Def. 1 as follows:
- The cardinality of S is |Γ| = 2m−1. This is because of

Γ in which μ + ν �= 1.
- Any sequence sss ∈ S has E = θsss(0) = 2n−1 as its

energy, which is about half the energy of the original bent
function sequences. There are 2n−1 − 1 zeros (punctured
positions) in every sequence of S.

- The puncturing pattern is optimal in terms of (8) since the
pattern is the Singer difference set given in (5). Therefore,
the design is optimized by the criterion C1.

- The design S has the even correlation property given in
(12), which is exactly the same as (3). That is, the side-
lobe maintains the same level without any degradation.
However, note that

E/
√

L = 2n−1/
√

(2n − 1) � 2m−1

as n = 2m becomes larger. Therefore, the proposed punc-
tured bent function sequence set asymptotically achieves
2 times the Welch bound in (1). This gives a main result

for watermarked sequences with low average correlation,
thus satisfying the criterion C2. In summary, the sidelobe
level remains the same without any degradation, but the
mainlobe decreases by half due to puncturing, and hence
the gap appears.

V. CONCLUDING REMARKS

The main contribution of this letter is the computation
of the maximum magnitude of even correlations of water-
marked sequences, constructed by puncturing bent function
sequences [10] with the puncturing pattern given by the
Singer difference set [1], [14], [16]. It is widely open for the
computation of the maximum magnitude of odd correlation of
these sequences.

It will be an interesting future research topic of trying
to puncture some other well-known sequences using some
optimum puncturing patterns and compute their correlation
magnitudes.
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