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What is chaotic behavior?
* Chaotic behavior : aperiodic and highly unpredictable dynamics

* Chaotic maps are nonlinear functions that are extremely sensitive
to initial values, where even small differences can produce
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e.g., Logistic maps
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* Applications: n
CRYPTOGRAPHY,

DIGITAL WATERMARKING,
SPREAD-SPECTRUM COMMUNICATION,
RANDOM NUMBER GENERATION,..............



% Examples ? from WIKIPEDIA

List of chaotic maps

Number of
Map Time domain Spac_e space AR E
domain dimensions parameters
2D Lorenz system!" discrete real 2 1
2D Rational chaotic map'® discrete rational 2 2
3-cells CNN system continuous real 3
ACT chaotic attractor ! continuous real 3
Aizawa chaotic attractor™! continuous real 3 5
Arneodo chaotic system™! continuous real 3
Arnold's cat map discrete real 2 0
Baker's map discrete real 2 0
Basin chaotic map'® discrete real 2 1
Beta Chaotic Mapm 12
Bogdanov map discrete real 2 3
Brusselator continuous real 3
Burke-Shaw chaotic attractor™® continuous real 3 2
Chen chaotic attractor’” continuous real 3 3
Chen-Celikovsky system!'” continuous real 3
Chen-LU system!'!] continuous real 3 3
Chen-Lee system continuous real &
Chialvo map discrete discrete 3
Chossat-Golubitsky symmetry map
Chua circuit!"? continuous real 3 3
Circle map discrete real 1 2
Complex quadratic map discrete complex 1 1
Complex squaring map discrete complex 1 0
Complex cubic map discrete complex 1 2
Clifford fractal map!'! discrete real 2 4
Degenerate Double Rotor map
De Jong fractal map!'¥! discrete real 2 4
Delayed-Logistic system!'” discrete real 2 1
Discretized circular Van der Pol .
cvstern16 discrete real 2 1
Discretized Van der Pol system!'”! discrete real 2 2
Double rotor map
Duffing map discrete real 2 2 4



https://en.wikipedia.org/wiki/List_of_chaotic_maps
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		List of chaotic maps



		Map		Time domain		Space domain		Number of space dimensions		Number of parameters

		2D Lorenz system[1]		discrete		real		2		1

		2D Rational chaotic map[2]		discrete		rational		2		2

		3-cells CNN system		continuous		real		3

		ACT chaotic attractor [3]		continuous		real		3

		Aizawa chaotic attractor[4]		continuous		real		3		5

		Arneodo chaotic system[5]		continuous		real		3

		Arnold's cat map		discrete		real		2		0

		Baker's map		discrete		real		2		0

		Basin chaotic map[6]		discrete		real		2		1

		Beta Chaotic Map[7]								12

		Bogdanov map		discrete		real		2		3

		Brusselator		continuous		real		3

		Burke-Shaw chaotic attractor[8]		continuous		real		3		2

		Chen chaotic attractor[9]		continuous		real		3		3

		Chen-Celikovsky system[10]		continuous		real		3

		Chen-LU system[11]		continuous		real		3		3

		Chen-Lee system		continuous		real		3

		Chialvo map		discrete		discrete				3

		Chossat-Golubitsky symmetry map

		Chua circuit[12]		continuous		real		3		3

		Circle map		discrete		real		1		2

		Complex quadratic map		discrete		complex		1		1

		Complex squaring map		discrete		complex		1		0

		Complex cubic map		discrete		complex		1		2

		Clifford fractal map[13]		discrete		real		2		4

		Degenerate Double Rotor map

		De Jong fractal map[14]		discrete		real		2		4

		Delayed-Logistic system[15]		discrete		real		2		1

		Discretized circular Van der Pol system[16]		discrete		real		2		1

		Discretized Van der Pol system[17]		discrete		real		2		2

		Double rotor map

		Duffing map		discrete		real		2		2

		Duffing equation		continuous		real		2		5 (3 independent)

		Dyadic transformation		discrete		real		1		0

		Exponential map		discrete		complex		2		1

		Feigenbaum strange nonchaotic map[18]		discrete		real		3

		Finance system[19]		continuous		real		3

		Folded-Towel hyperchaotic map[20]		continuous		real		3

		Fractal-Dream system[21]		discrete		real		2

		Gauss map		discrete		real		1

		Generalized Baker map

		Genesio-Tesi chaotic attractor[22]		continuous		real		3

		Gingerbreadman map[23]		discrete		real		2		0

		Grinch dragon fractal		discrete		real		2

		Gumowski/Mira map[24]		discrete		real		2		1

		Hadley chaotic circulation		continuous		real		3		0

		Half-inverted Rössler attractor[25]

		Halvorsen chaotic attractor[26]		continuous		real		3

		Hénon map		discrete		real		2		2

		Hénon with 5th order polynomial

		Hindmarsh-Rose neuronal model		continuous		real		3		8

		Hitzl-Zele map

		Horseshoe map		discrete		real		2		1

		Hopa-Jong fractal[27]		discrete		real		2

		Hopalong orbit fractal[28]		discrete		real		2

		Hyper Logistic map[29]		discrete		real		2

		Hyperchaotic Chen system[30]		continuous		real		3

		Hyper Newton-Leipnik system[citation needed]		continuous		real		4

		Hyper-Lorenz chaotic attractor		continuous		real		4

		Hyper-Lu chaotic system[31]		continuous		real		4

		Hyper-Rössler chaotic attractor[32]		continuous		real		4

		Hyperchaotic attractor[33]		continuous		real		4

		Ikeda chaotic attractor[34]		continuous		real		3

		Ikeda map		discrete		real		2		3

		Interval exchange map		discrete		real		1		variable

		Kaplan-Yorke map		discrete		real		2		1

		Knot fractal map[35]		discrete		real		2

		Knot-Holder chaotic oscillator[36]		continuous		real		3

		Kuramoto–Sivashinsky equation		continuous		real

		Lambić map[37]		discrete		discrete		1

		Li symmetrical toroidal chaos[38]		continuous		real		3

		Linear map on unit square

		Logistic map		discrete		real		1		1

		Lorenz system		continuous		real		3		3

		Lorenz system's Poincaré return map		discrete		real		2		3

		Lorenz 96 model		continuous		real		arbitrary		1

		Lotka-Volterra system		continuous		real		3		9

		Lozi map[39]		discrete		real		2

		Moore-Spiegel chaotic oscillator[40]		continuous		real		3

		Scroll-Attractor[41]		continuous		real		3

		Jerk Circuit[42]		continuous		real		3

		Newton-Leipnik system		continuous		real		3

		Nordmark truncated map

		Nosé-Hoover system		continuous		real		3

		Novel chaotic system[43]		continuous		real		3

		Pickover fractal map[44]		continuous		real		3

		Pomeau-Manneville maps for intermittent chaos		discrete		real		1 or 2

		Polynom Type-A fractal map[45]		continuous		real		3		3

		Polynom Type-B fractal map[46]		continuous		real		3		6

		Polynom Type-C fractal map[47]		continuous		real		3		18

		Pulsed rotor

		Quadrup-Two orbit fractal[48]		discrete		real		2		3

		Quasiperiodicity map

		Mikhail Anatoly chaotic attractor		continuous		real		3		2

		Random Rotate map

		Rayleigh-Benard chaotic oscillator		continuous		real		3		3

		Rikitake chaotic attractor[49]		continuous		real		3		3

		Rössler attractor		continuous		real		3		3

		Rucklidge system[50]		continuous		real		3		2

		Sakarya chaotic attractor[51]		continuous		real		3		2

		Shaw-Pol chaotic oscillator[52][53]		continuous		real		3		3

		Shimizu-Morioka system[54]		continuous		real		3		2

		Shobu-Ose-Mori piecewise-linear map		discrete		real		1

		Sinai map - [2][3]

		Sprott B chaotic system[55][56]		continuous		real		3		2

		Sprott C chaotic system[57][58]		continuous		real		3		3

		Sprott-Linz A chaotic attractor[59][60][61]		continuous		real		3		0

		Sprott-Linz B chaotic attractor[62][63][64]		continuous		real		3		0

		Sprott-Linz C chaotic attractor[65][66][67]		continuous		real		3		0

		Sprott-Linz D chaotic attractor[68][69][70]		continuous		real		3		1

		Sprott-Linz E chaotic attractor[71][72][73]		continuous		real		3		1

		Sprott-Linz F chaotic attractor[74][75][76]		continuous		real		3		1

		Sprott-Linz G chaotic attractor[77][78][79]		continuous		real		3		1

		Sprott-Linz H chaotic attractor[80][81][82]		continuous		real		3		1

		Sprott-Linz I chaotic attractor[83][84][85]		continuous		real		3		1

		Sprott-Linz J chaotic attractor[86][87][88]		continuous		real		3		1

		Sprott-Linz K chaotic attractor[89][90][91]		continuous		real		3		1

		Sprott-Linz L chaotic attractor[92][93][94]		continuous		real		3		2

		Sprott-Linz M chaotic attractor[95][96][97]		continuous		real		3		1

		Sprott-Linz N chaotic attractor[98][99][100]		continuous		real		3		1

		Sprott-Linz O chaotic attractor[101][102][103]		continuous		real		3		1

		Sprott-Linz P chaotic attractor[104][105][106]		continuous		real		3		1

		Sprott-Linz Q chaotic attractor[107][108][109]		continuous		real		3		2

		Sprott-Linz R chaotic attractor[110][111][112]		continuous		real		3		2

		Sprott-Linz S chaotic attractor[113][114][115]		continuous		real		3		1

		Standard map, Kicked rotor		discrete		real		2		1

		Strizhak-Kawczynski chaotic oscillator[116][117]		continuous		real		3		9

		Symmetric Flow attractor[118]		continuous		real		3		1

		Symplectic map

		Tangent map

		Tahn map[119]		discrete		real		1		1



		Thomas' cyclically symmetric attractor[123]		continuous		real		3		1

		Tent map		discrete		real		1

		Tinkerbell map		discrete		real		2		4

		Triangle map

		Ueda chaotic oscillator[124]		continuous		real		3		3

		Van der Pol oscillator		continuous		real		2		3

		Weierstrass map[125]		discrete		real		1		4

		Willamowski-Rössler model[126]		continuous		real		3		10

		WINDMI chaotic attractor[127][128][129]		continuous		real		1		2

		Zaslavskii map		discrete		real		2		4

		Zaslavskii rotation map

		Zeraoulia-Sprott map[130]		discrete		real		2		2
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Problems in Discrete Chaos

When implemented in digital systems,
any (real field) chaotic map will suffer from some serious
dynamic degradation

due to finite-precision effects:
shorter periods, convergence to fixed values, and

other problems from rounding-off and quantization

Transient length

Typical orbit of discrete chaotic maps
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Discrete Lyapunov Exponent
of Discrete chaos

» Discrete Lyapunov Exponent (DLE) [10,11]
guantifies the average rate of divergence between neighboring
elements of a permutation F in the discrete domain

S:=1{1,2,3,..,M—1,M}
LA 4t | A 4

neighbors

4 )

DLE A of a permutation F on the set S:

M
1
ds = 2 Y InlF(z) = FZiy)|
i=1

wherez; =ifori €S8 and zy,,=M-—-1 [11].

[10] L. Kocarev and J. Szczepanski, “Finite-space Lyapunov exponents and

pseudochaos,” Phys. Rev. Lett., vol. 93, p. 234101, 2004.
[11] L. Kocarey, J. Szczepanski, J.M.Amigo, and |. Tomovski, “Discrete chaos-I: Theory,”

IEEE Trans. Circuits Syst. I, Reg. Papers, vol. 53, no.6, pp.1300-1309, 2006.
6



Discrete Lyapunov Exponent
of Discrete chaos

» Discrete Lyapunov Exponent (DLE) [10,11]

A permutation F on a discrete domain {1,2,...,M}
is said to be discretely chaotic

if its DLE Ay satisfies

M- oo

[10] L. Kocarev and J. Szczepanski, “Finite-space Lyapunov exponents and

pseudochaos,” Phys. Rev. Lett., vol. 93, p. 234101, 2004.
[11] L. Kocarey, J. Szczepanski, J.M.Amigo, and |. Tomovski, “Discrete chaos-I: Theory,”

IEEE Trans. Circuits Syst. I, Reg. Papers, vol. 53, no.6, pp.1300-1309, 2006.
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:&o Permutation from the integer sequences of LFSRs

X0 X1 X2 X0 X1 X2 X3
« “ ) < -] < < < <
\,/ X3
= PN\
Primitive Connection Non-primitive but irreducible
Polynomial - Connection Polynomial :
x3+x2+1 x*+x3+xt+x+1
O W @
o > o‘a
O
(5) (D (D
@ o‘o @‘m
OFORENO YD
The resulting integer sequences BN
partition

the set {1,2, ..., 2L — 1}into disjoint cyclesand _ '° this a discrete Fhaos ?
induce Can we calculate its dLE ?

a permutation on the set {1,2,...,2Y — 1}




Main Theorem

Theorem 1

The discrete Lyapunov Exponent 1, of F satisfies the following:
ln(\/§) < {im A < In(2),

where F is the induced integer permutation from an L-stage LFSR

with irreducible connection polynomial and a non-zero initial state.

$

Satisfies the definition of discrete chaos !




.. DLE A,: of a permutation F on the set S:
1 I
M ¢ - LAt L
i=

neighbors

wherez; =ifori €S and/ zy,, =M —1 [11].

s:={1,2,...,2L - 1}
F-S>S We will use this running example
and prove the result in general

z F(Z) T x, [ xq [ Xy [ x3 [
XoXq X3 X3 XoX1 X3 X3
1=0001 00117 \\@"//
2=0010 01013
3=0011 0110 . , 4, .31 2
0100 1001:] irreducible  x* + x> +x“+x+1
0101 10105 - ~
gl-1_ 1 — 8 1 1 ? : : (1)(1) We divide S := {1, 2,...,2% — 1} into three cases:
2!71=1000 0001 Casel) z € D:=S\{2k"1 —1,2L71 2L — 1}
1001 0010
1010 0100 Case2) z = 271 -1
1011 0111 L1 AL
1100 1000 kCase3) z € {2774, 20 =1} p.
1101 1011
1110 1101
2L—1=1111 1110

11



3
Sketch of Proof s =) In|F(zi:1) — F(z)
i=1

4 )
Casel) D:=S\{2!71—1,2t71 2 — 1}

Claim 1-(1) Forallz € D

F: -8
|[F(z+ 1) — F(2)| € {1,2,3}.
Z } F(Z) - Y,
XoX1X2X3 ‘ X X1 X2 X3
1=0001 — Update rule:
523: 88: ? - when the feedback is O when the feedback is 1
0100 | F(z) =2z F(z)=2z+1
0101 2z F(z+1)=2(z+1) Fz+1)=2(z+1)+1
0110
2t Z_} =0111 L or Therefore,
2 :}88? (12(z + 1) — 22| = 2
o 2z+1 _ IR+ 1D +1)—22] =3
18:? Fz+D) ~FDI= G+ - @z+ D=1
1100 >’_/ U(Z(Z+1)+1)—(22+1)|=2
1101
1110 —
2L—1=1111



3
Sketch of Proof s =) In|F(zi:1) — F(z)
i=1

s:=1{1,2,...,2L- 1}

-

F: -85
Z F(2)
XoX1X2X3 | XgXqXyX3
1=10100 1 1
2=101010 1 2
3=1040 11 0 1 «—
always not 100 1 3
101 o 1 =
110 0 2
2L—1_1:
2-1=1000
100 1 0
7010 0 2
always 10 1 1 1 3
°°:‘;rti::te 1100 0 1 <«
feedback 101 1 3 N
1M10 1 2
2L —1 =

Casel) D:=S\{2t71—1,2l71 2L — 1}

~

Claim 1-(2) Forallz € D
[{z € D| |[F(z+ 1) — F(2)| = 3}
={zeD||F(z+1)—F(2)| = 1}|/

\
Forz € [1,2t71 — 1],
e |[Fz4+1)—-F(2)|=3 &
IFz+2F1+1D)—-F@E+21"Y)|=1
c Fz+1D)-F@)|=1 &
IFz+2F1+ 1) —-F(@z+2YH)| =3

13



3
Sketch of Proof s =) In|F(zi:1) — F(z)
i=1

- N
Case2) Forz =2L-1 1,

F:$-S Claim2: |[F(21) - F(2l1-1)| =2 -2
Z F(2) h 4
XoX1X2X3 | XoX1Xz2X3
1=0001 An irreducible polynomial has an odd
g = 8 8 : ? number of terms including x* and x°.
818? <—x0: x1: xZ: x3:
/ =
0110
21 —1=0111 —=1111 =2L—1]
2l-1=1000——"0001 =1
1001 odd number of terms
: 8 : ? (except for the first and the last)
1100 contribute to the feedback
1101 FOR ANY IRRED. POLYNOMIAL
1110
2L—1=1111

14



3
Sketch of Proof s =) In|F(zi:1) — F(z)
i=1

Case3) forz=2L"1or z=2L—1. A
s=1{12,...,2L- 1}
F:5-S Claim 3: Depending on whether the term
L—1 : -
, F(z) x"“~* appears or not in the polynomial,
we have,
XoX1X2X3 | XoX1Xz2X3
1=0001 |IF(z+ 1) — F(z2)| € {1, 2}.
2=0010 - /
3=0011
0100
8 } ? g) ~when x!~1 appears in the conn. poly.
2L—1_1:0111 001x=0010=2
2L-1 = 1 000—0001 = =>|F(z+1)—F(z2)|=1
1001—"001x — -
1010 when x%“~1 DOES NOT appear in the conn. poly.
1011 001x=0011=3
1100 = |[F(z+1) — F(2)| = 2
110 = |F( ) — F(z)|
1110 X -
oL_1=1111 ‘] similarly



3
Sketch of Proof s =) In|F(zi:1) — F(z)

i=1
o ay

when xX~1 appears in the conn. poly.

As a summary,
{z € S| diff = 2}|=p - f1In2

I{z € S| diff = 3} =«a - aln3
z F(z) Iz e S|diff =1}=a+2 -0
1=0001 0 (z € S| diff=2t-2}=1 -1In(2"-2)
2=0010 %
3=0011 7 (claim 1) (2" = 1) 2¢
0100 ] lor2or3
0101 7
0110 ]
L-1 _
2 2;_1;?888 1 (claim2) 2k —2
100 1 :](claim3)1or2
1010 %
1011
1100 J when x~1 DOES NOT appear in the conn. poly.
1101 ] similar calculation follows.
1110 %
L _ =
2 1 1111 :] 16



3
Sketch of Proof =+ ) in|F(zi.) ~ F(z)
i=1

aln3+pBn2+mRL-2)  In(3%2°) + In(2L - 2)
F = 2L —1 N 2L —1

We use V3 < 2 for lower bound and 3 < 2% for upper bound:

in(3%38/2) + In(2L —2) In(3%2F) + In(2L —2) In(2%2%2F) + In(2L - 2)
2L —1 < 2L —1 < 2L —1

Or

(2a + B) In(V3) + In(2L - 2) 2a + B) In(2) + In(2F - 2)
2L —1 <A < 2L —1

We use finally 2a+pB+3=2—-1 andL - «

In(v3) < lim2; < In(2)




In(v3) < lim i < In(2)

lim 7 = In(2)

‘> Theorem 1.

0.85 o il /
v+
0sl @ A zl+al iyl > lim 2 = In(v3)
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Conclusion

* Studied the chaotic nature of the integer sequences from L-stage irreducible LFSRs

* Derived the discrete Lyapunov Exponent of the integer permutation and showed
that it is lower bound by /3 as the register length L increases indefinitely.
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